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Editor’s note
We’re back with one more instalment of  The InSe Journal. 
This edition is special in many ways. The InSe journal 
completed 1 year today. From first edition to sixth one, we 
have come a long way. There’s still plenty to do and 
achieve but the amount of love we have received in this one 
year is tremendous and motivate us to do better and 
better. Second reason being the first release of year 2019. 
We will be launching the editions quarterly from now 
onwards. It was interesting to see more writers and 
security enthusiasts approaching to contribute in The InSe 
Journal. I express my gratitude to them and feel 
overwhelmed at the same time. We have started accepting 
the write ups which are innovative, interesting, unique 
and most importantly a value edition in the magazine. You 
can reach out to us and send your writings and 
researches. We will make sure it reaches to the large 
audience with proper rewards.  

We’re fortunate enough to have Bill Burns featuring in 
our ‘Talking with the Experts’ section sharing his 
journey and views on different aspects of InfoSec. I hope 
you all will enjoy the interview as much as I did while 
interviewing him. Apart from that, we have InSe tools, 
news, breach stories along with some interesting InSe 
stories. Do read it and let us know the feedback.  

This 1 year has been fantastic and I would like to thank the 
people who were part of it as well as the readers who 
supported us and this initiative.  

Find us at insejournal.co.in and insejournal@gmail.com 

Happy Reading! 

Cheers, 
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In the last few decades IT companies, 
government sites, health care agencies 
got hit by cyber attacks which majorly 
impacted the business and trust of the 
customer. Innocent IT admins are the 
one who faces the wrath of the 
hackers :P

The main motive of the hackers is to 
compromise the server either to steal 
sensitive information or to deface the 
website with illicit content. Hackers 
often use tools like nmap to do 
automated scans to identify open 
ports and services before they attack a 
server.

So today we will discuss about Port 
knocking which is a great way to hide 
your services to annoy the hackers. 

You all know the old gangster films 
where a guy uses a knock sequence 
on a door to get in? Port knocking is 
exactly that, just only for your server.

The primary purpose of port 
knocking is to prevent a hacker from 
scanning a system for potentially 
exploitable services by doing a port 
scan, because unless the attacker 
sends the correct knock sequence, 
the protected ports will appear as 
closed

WHAT IS 
PORT 

KNOCKING?
“Port knocking is a 
method of externally 
opening ports on a 
firewall by generating a 
connection attempt on 
a set of pre-specified 
closed ports. Once a 
correct sequence of 
connection attempts is 
received, the firewall 
rules are dynamically 
modified to allow the 
host which sent the 
connection attempts to 
connect over specific 
port(s).”

The InSe Journal    insejournal.co.in

http://insejournal.co.in


The essence of why ‘port knocking’ is a thing is because people like to hack, and 
people don’t like to get hacked but still want vulnerable services to run  . Let’s 
say you want SSH service enabled on your server on port 22 but you're tired of 
getting pawned because your password stinks.  There is actually a way to hide 
this service until a specific combination of ‘ports’ are ‘knock’ed on your server.

So how would you 'knock' on the 'ports' you want?

The technique is pretty simple; you just have to send a TCP package to a 
specific combination of ports in a specific order to OPEN a new port (your 

hidden SSH 🕵 ).

You can also configure your 
knocking sequence to have 
not only an OPEN sequence 
but also a CLOSE sequence. 

Let’s see an example how it 
works!

 By default, SSH service runs 
on port 22. The users hide 
SSH on port 1337. 
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To configure port knocking on ubuntu server. Once done run any port scanner 
tool lets take 'nmap' the most popular network scanning tool to identify open 
ports and services. Once the nmap scan is completed, nmap result will not show 
any SSH service running on the server as it was hidden. Before we knock, let's 
confirm that our SSH port is, in fact, closed currently. 

Type the command you usually use to connect to the server:

root@server_ip_address:1337 

	 sh: connect to host server_ip_address port 1337: Operation 
timed out 

You should receive no response from the server and the SSH client should 
timeout. 
Type Ctrl+C to end the SSH attempt if it does not time out automatically.

Because of the sequence timeout parameter that is set, we actually have a very 
limited amount of time to hit the correct sequence. We will use a small, in-line 
bash script to knock on these ports quickly.

From your local machine, type a command like this:

for x in 2000 3000 4000; do nmap -Pn --host_timeout 201 --max-
retries 0 -p $x server_ip_address; done 

In the command, adjust the three numbers to the numbers you selected for your 
sequence "2000 3000 4000" to OPEN the SSH port. Change the serveripaddress 
to reflect the address of your server.

This will call nmap sequentially on all of the ports you listed. OR

You can knock to OPEN the port using telnet client. Type the following command 
in your command prompt:

$telnet server_ip_address 2000 
$telnet server_ip_address 3000 
$telnet server_ip_address 4000 
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You have to do all this in 5 seconds because this the time limit imposed for the 
configuration. Now, rescan using nmap and you will see SSH service open on 1337. 
Try attempting to connect to your server via SSH on port 1337. Voila! You will be 
able to access the connection.

Now, we will knock to close the port of SSH server using telnet client. Adjust the 
three numbers to the numbers you selected for your sequence "4000 3000 2000" 
to close the SSH port.

Type the following command in your command prompt
$telnet server_ip_address 4000 
$telnet server_ip_address 3000 
$telnet server_ip_address 2000 

Or type a command like this:
for x in 4000 3000 2000; do nmap -Pn --host_timeout 201 --max-
retries 0 -p $x server_ip_address; done 

Rescan with nmap tool and you won't see the SSH service OPEN as it got 
CLOSED after we ran reverse sequence to CLOSE the port.

The best part of port knocking is that you can configure it alongside with the 
private key authentication. If you configure both, then virtually there is no chance 
that someone could gain access or connect until and unless they know both the 
ports and the private key.

https://www.howtoforge.com/tutorial/how-to-use-port-knocking-to-hide-the-ssh-
port-from-attackers-on-ubuntu/ 

https://en.wikipedia.org/wiki/Port_knocking 

About the author
Pankaj Rane is a senior security engineer in SAP 
Labs India. He is an active Infosec personnel who 
has excelled himself in pen-test and has been 
featured in many hall of fames due to 
contribution of keeping the organisation 
applications more safe and intact. He is giving his 
services in The InSe Journal right from the start.
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Information Security has come a long way but still there’s a lot that needs to be done. 
Security has always been seen as a compliance or a gate check to pass rather than a 
practise. There was a rise in DevOps with the emergence of cloud. DevOps is nothing 
but a bridge between the dev and Ops team. The set of automated tools made the lives 
more faster, easier and efficient. But again where’s the security? Security was not in the 
picture here.

Approach as of now and need of 
DevSecOps

As the new vulnerabilities and 
breaches came into the light, there 
was an environment created where 
security became the talk of the 
town.  Security is introduced at the 
later stages of the development life 
cycle and that too for the sake of 
doing it. The developers are always 
in a rush to maintain the deadlines. 
They don’t want to take the risk of 
any delay but the fact is by doing so 
they are putt ing the ent i re 
application on edge as they release 
the application with vulnerabilities 
on production environment. Even if 
the severity of the vulnerability is 
medium, there’s always a risk 
associated with it. The hackers are 
smart enough to identify a little 
loophole to sneak into the 
application and leverage the best of 
it.
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Currently security is placed at the end of the SDLC where the app is ready to 
deploy and security tests are conducted. As I said earlier, The app is ready to 
deploy and the deadline comes closer, whatever findings are there in the pen-test 
or any other activity are not given enough attention. Even if the vulnerability 
severity is on higher side, risk exceptions are being raised. That’s not the ideal way 
to deal with  it. Developers  always take a shortest path by applying the stable 
solutions rather than secure solutions and at some extent you can’t blame entirely 
them. There’s a need where the organisations should focus on Security centric 
environment. Developers must get time to address the issues which gets identified 
in the Security operations- be it pen-test, SAST or any other acts. 

There’s a significant change noticed in how the apps were developed and how they 
are developed currently. Agile methodology has replaced the waterfall and that 
seems to be great for developers. By adopting so, the delivery is aligned with the 
business needs and in a more efficient and rapid way. 

But again, in order to achieve rapid delivery and quick updates, serious questions 
comes up. Is security in place for every single update or release? Are the checks 
done? Is app secure enough for GA? Consider a scenario where an application has 
the update cycle of 14 days. Is that timeline enough to get the QA and AppSec 
tests done? Not only tests but also the fixes of it as well. To address these, it was 
time for shift left and introduce DevSecOps.
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What is DevSecOps?

So the quick question comes up. What’s this DevSecOps? As the name indicates, 
Security comes in between the Dev and Operations. The security is aligned with the 
entire process to reduce the risk in the initial phase of the Dev cycle. DevSecOps 
involves creating a 'Security as Code' culture with ongoing, flexible collaboration 
between release engineers and security teams. 

Security starts with the word go in the development cycle and the engineers can 
adopt the changes which are required to do in addition to fix the vulnerabilities. 

While DevOps has enabled the teams to automate and monitor the activities at all 
steps of SDLC, DevSecOps stands to make that more strong by introducing various 
security checks. This will allow dev teams ample amount of time to address the issue 
and eliminate or reduce the risk of having a vulnerable application in the production 
environment. DevSecOps should be implemented in such a way that it should not 
overburden the teams and the integration needs to be seamless and effective. Security 
is not only AppSec or InfoSec team’s responsibility. It's responsibility of all. 
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Perks and Limitations

- More secure applications in prod environments
- More time for dev guys to rectify the issues
- Identification of vulnerabilities and other low hanging fruits in the initial stage
- Effective co-ordination between Dev-Ops and SEC teams
- Rapid delivery with increased security and quality output
- Integration of security scanners for containers
- Automating security testing in the process of CI
- Automation of security updates, such as patches for known vulnerabilities on the go
- Automating system and service configuration management capabilities
- Securing API Gateways in real time

One thing to keep in mind here is that DevSecOps doesn’t address all the security 
issues but it’s definitely an approach to have security in the picture and identify the 
weakness and loopholes in every phase of SDLC. Also, tools do have its own 
limitations. You can not expect that the vulnerabilities identified by an automated 
scanner or tool will be accurate. There will be false positives for sure but at least 
there will be some value by introducing them in the early cycle.

Implementing DevSecOps

DevSecOps implementation should not disrupt the operations and it should be well 
integrated with the latest and innovative techs like container and micro services. The 
automation is the key for DevSecOps. Well, there are already tons of tools available 
for DevOps in the market- Jenkins and git being the popular and leading ones. They 
should be in the core foundation of your org’s DevOps pipeline. While from the 
security perspective, there are plenty of tools available to choose. You have to select 
the tool which is best suited to your needs and also it should be effective in terms of 
identifying the vulnerabilities and get the job done. The tool which has false positive 
ratio on the lower side will be ideal one. 
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SAST TOOL:
Checkmarx, Veracode and Fortify 

DAST:
OWASP ZAP, WhiteSource, Continuum Security, Qualys WAS 

CONTAINER SECURITY:
Cloud Passage
Aqua

RASP:
Immunio, Contrast Security

VULNERABILITY MANAGEMENT:
Qualys, Defect Dojo, Vulcan

About the author

Ashish is an Application Security Engineer and 
founder of The InSe Journal. He is a technical 
writer and security enthusiast who loves to 
penetrate web and mobile applications. He has 
given his services as contributing writer in many 
Infosec and knowledge sharing mediums and 
columns.
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The Power of Reconnaissance- 
OSINT
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OSINT (Open source intelligence) is nothing but the information gathered from 
open source platforms which can be used in an intelligent manner to do certain 
activities. The open source platforms includes search engines- Google, Yahoo, Bing, 
Social media platforms- Facebook, Twitter, Instagram and the other platforms which 
contains the users’ data irrespective of public or private. The OSINT is mainly 
recognised as the red team activity which is not true to be exact. It plays a key role 
for the blue team members as well, depends upon the usage to be precise. 

The data collected via these platforms is huge in volume and the purpose behind 
information gathering is mainly exploitation. How the bits and pieces can be put 
together to understand the context, properly analysed followed by the intelligent 
exploits. Here, the word intelligent is put as the victim should be point blank about 
the adversary and its ploy. Just to clarify OSINT is the process which is legal but 
obviously there are some limits set and you have to play by the rules set.

As mentioned in the research paper, OSINT is witnessing its second generation and 
third generation is on the cards but before diving deep into the generations, it is 
important to know how exactly OSINT works and what are the tools used for it. 

So there are basically 5 steps of OSINT:

IDENTIFY THE SOURCE

HARVEST THE DATA

PROCESS AND INTEGRATE DATA

ANALYSE DATA

DELIVER THE RESULT
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1. Identify the source:
Attackers identifies the platforms/areas to target from which they can get some 
useful data. The platforms can be social media platforms, any documents or may be a 
person as well. Social engineering is the best way to get the information.

2. Harvest the data:
The information gets harvested in this phase.

3. Process and integrate the data:
The data gathered from the various source is rectified in this phase. The rectification 
can be done by applying intelligence in it. This is the important step where the data 
leads to the important aspect. Enumeration comes into the picture.

4. Analyse the data:
The OSINT tools are introduced with all blazing guns to analyse the data properly.

5. Deliver the result:
Submit whatever the data is received after analysing to experts/red team who 
conducts the advanced attacks.

OSINT TOOLS

There’re tons of OSINT 
tools available in the market. 
In fact, you can create your 
own tool as well if you know 
the scripting and have some 
knowledge of languages like 
Python and GO. These tools 
are nothing but enumeration 
tools which collects all 
possible data available on the 
internet of the user. As 
mentioned in the above steps of OSINT process, the data collected by the tools 
needs to be filtered to obtain some serious information which can be used later on. 
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Popular OSINT tools and platforms:

1. Shodan
2. CMD
3. Datasploit
4. WHOIS
5. Spokeo
6. The Harvester
7. Google dork
8. Recon-ng
9. Maltego
10.Creepy
11.WIG
12.Virustotal
13.Greynoise
14.FireHOL IP lists
15.Robtex
16.HackerTarget
17.BinaryEdge
18.Censys
19.GHDB- Google hacking Database
20.SecurityTrails
21.Social media (Twitter, Facebook, LinkedIn, Instagram, Pinterest, Reddit, Tumblr)

Using couple of above tools The Harvester and Whois lookup for the example.

There are plenty of other tools available to get the job done. OSINT has so many 
popular tools which helps you to gain the extensive information. In fact, recently 
OSINT has helped in hacking crypto mining. 
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Taking bookmyshow.com as an example:
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Starting from gathering DNS information, Internet scanning, Passive DNS to 
automation, OSINT has it all to give you the information you look for. As I mentioned 
the tools in above segment, you just have to figure out which tool to use and first of 
all decide the approach. Once your approach is defined properly, one piece of 
information will take you to another and the chain of information will be there. 
OSINT is not only about running the tools to get the required information. Apply 
brain along with the tools. The tools list which is shared covers all the domains but 
again as I said there are so many other tools and options available to opt for. It’s upto 
you how you do it and what you do but OSINT certainly plays a significant role in 
threat intelligence, reconnaissance and to investigate your story.
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But while doing so do remember, as 
the Uncle Ben of Spiderman says 
“With great power comes great 
responsibility”. OSINT gives you 
the power of data and then it’s all 
upto you. You should know what to 
do and what not to do and how to 
deal with data in an effective manner. 

About the author

Abhishek Sharma is a security consultant at NTT 
data. He is a security researcher and loves to 
hunt down the security bugs in his past time.
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Talking with the expert 
 BILL BURNS
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Bill Burns is a well known face in the InfoSec world. Bill, currently 
serving as Chief Trust Officer at Informatica has pursued Electrical 
engineering and business degrees from Michigan Technological 
University. Prior to Informatica, Bill has provided his services to 
Netflix as a Director of Information Security and at Scale venture 
partners. Being Chief of Security in Informatica, he has ensured the 
proper establishment of HIPAA and SOC2 compliance and leading 
Cloud Business Transformation Strategy. He has excelled in plenty of 
skills-PKI, cryptography, network security, Identity Management, 
Business Process Consulting, risk and threat modelling, audit 
compliance and governance, security strategy, effective negotiation. It 
was great to have a leader like Bill sharing his journey and thoughts on 
various InfoSec topics. Here’s the full interview of Bill Burns!

BILL BURNS  
Chief Trust Officer, 

Informatica
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1. You’ve got one hack off a journey. Can you please 
tell your journey till date in a snapshot and tell how it 
all started? 

When I was in college pursuing electrical engineering, my roommate and I 
wanted an access to a printer which was placed in the department lab which 
we didn’t had access to. We started figuring out how to get access to that 
printer. So he and I wrote a software which take over the printer and we can 
use it to fulfil our purposes and release it back to the general team. As matter 
of fact, when I was using that printer, no one can use that printer other than 
me. Eventually someone is like, hey you are not part of this department and 
you need to go talk to the lab manager and the lab manager ended up 
becoming my WIFE. I worked with her and explained that you have got a 
security problem and you need to lock things down. That was the first time I 
realise that you can trick the system for what you want. At the same time I was 
working on a software with my roommate to use dial up network to get news 
feeds and binaries. And Eventually we were contacted by a hacker 
organisation and they told we really like what you are doing and we want you 
to write some software for us- kind of destructive stuff. I realised at that point of 
time that it’s not right and made a conscious decision that I do like hacking 
from the productivity perspective but not for the evil sort of purposes. You 
have two choices- You use it for functionality or product testing purpose to 
make it better or use it for mean and evil cause. I also realised that I love 
electrical engineering but I do like computer networking and communication 
systems as well. My first job at college was running R&D lab at Accenture for 
NSC consulting. We had the first internet connection for NSC consulting to 
build the first firewall, ran the first web server. We were doing  a lot of work and 
figuring how do make it secure. So that was really a start of journey and how 
do I think about security to solve problems, add values and protect people.  

In Conversation with 
 BILL BURNS
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2. There’s a wave of so many trending and emerging 
techs in market- AI, ML, Cloud and many more. 
What’s your take on this? Which tech is exciting and 
has an impact on the next generation?

So there are couple of thoughts. I was on a panel with city bank benchers 
number of years ago, and they asked me a question: What’s the impactful 
creation in the security space? ML? Firewall? Internet? Or Is it Cloud? I said in 
the past 15-20 years, the most impactful thing which has emerged is API. So 
before we had APIs in security products or products in general, Security was 
always ball-time. You bought a box, you stuck it in front of the other box and 
that was your protection. Whether it was application firewall or database 
protection system or encryption box, didn’t matter. It was always buy a box, 
pluck something in front of it and monitor it. With APIs, as software started to 
eat the world, and teams said we need to do this programatically, now you 
could wire security things inline and you can program them, configure them. 
So API allows you to do security at the speed of business. Early 2000, Virtual 
computing started to take place. So you had more boxes doing more functions 
in a single box. That made really hard to protect the stuff. Information security 
was in the dark space at that time. When we got cloud and APIs, we were like 
now we have a new tool and a toolkit. InfoSec concepts remains the same. 
Containment, Isolation, Data classification, segmentation are all the same tricks 
even in the cloud. But things move faster. So you need APIs and programming 
skills to keep things up rather than hiring someone watch a box and click on 
dashboards. The endgame here is both good and bad guys have robots, but 
who can protect the environment faster than the bad guys can find the 
vulnerabilities and exploit them. 

In Conversation with 
 BILL BURNS
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3. How do you reckon the cloud transformation as it 
was not quite popular in past years?
So a new company getting started, one of the first things they are not going to do is 
not to buy some boxes, stand up a server and data centre and manage those. They 
are not going to do all these things instead of focusing on their business. The 
companies getting started now are going to leverage cloud as much as they can. So 
the future is wiring those systems together logically and not buying all these stuff. So 
the cloud is essentially someone else’s data centre but because of the APIs, 
connectivity and higher order functions like SaaS apps, it's easy to derive value 
quickly. The endgame is company will rely on public cloud and older companies are 
getting to public cloud as well. We will begin hybrid cloud which is you know data 
centre private cloud connecting the public cloud require some time. There’s so 
much valuable data resides in old infrastructure. At least for two decades hybrid 
cloud will be around. As the new company onboard, need for private cloud on on 
premise system will go down but the need to get the data between those places- 
connect, transform, enrich data that’s just continue to grow rise. No one is gonna be 
able to run or manage all systems even on public cloud. They are gonna be 
connected to other systems who are experts in what they are doing. Workday, 
Salesforce, S3 all these platforms and softwares you know SaaS, those are all going 
to get better. The new companies are going to figure out how to use them.  

4. Recently we’ve seen compliance are on the go. The 
likes of GDPR, FedRamp are the hot topics currently. 
Are these going to be really effective? Your views on 
this.
See regulations are important because it holds people accountable to things that 
are really important. And if the free market economy doesn’t solve the problem 
themselves then you typically have a government step in to work together and 
standardise the level of protection and compliance that we need. You can have 
things like HIPAA which is self governed, its a law-regulation. 

In Conversation with 
 BILL BURNS
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If you breach it, you get fine or may end up going in jail. But there is no third party 
attestation for it. No certification for HIPAA. While PCI is not a law or regulation but is 
really important and people do take it seriously as the sensitive data should be cared 
properly. GDPR came as a global regulation which is not focused on only flavour of 
data but it covers behavioural, privacy and also security which you know some of the 
PII information. So all these things are coming up because companies didn’t it 
seriously. If someone loses their identical or healthcare records, some one has to be 
held accountable for that. And that’s what these compliances are setting up. There’s 
gotta be some sort of accountability especially for the sensitive data. So yes these 
compliance are important. There’s always a balance between a very prescriptive 
control like PCI versus a more descriptive like GDPR which sort of gives you goals 
but not specifics on how to do it. When the regulations become too specific in their 
control then they become very brutal and inadequate. But then people check the 
box to that they’re supposed to solve the problem or try to address the spirit of the  
regulation. So on high level they’re important and necessary when industry won’t 
solve it for themselves. 

5. What are the biggest challenges you have faced 
being a chief of the security of an organisation?

There are two big challenges: 1. Being able to articulate the intention of a security 
control or privacy control. So being able to articulate it in such a way that  the person 
I’m working with understands it in their context. So they might understand- well, yes 
sounds important but what do I do really differently? So getting them to understand 
the context. The second biggest challenge is being able to allow teams to innovate 
in their space and implement the control they think it's necessary without restricting 
their ability to innovate or coming down too hard. So it’s partnering with my 
stakeholders and say- What do you need to do, how do you need to do? let me help 
you figure out how we are going to do that. It’s easy to say NO but harder to say 
HOW. So really it's me understanding their context and they understanding the 
objective or purpose of the control. Those are two biggest challenges in security 
space.  

In Conversation with 
 BILL BURNS
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6. The best way to tackle data breach is?

I would say the best way to tackle the breach is to prevent it in the first place. 
Having the security programme in the place that empowers and enables 
every piece of the chain from the person who is buying it to the person 
deploying it. The best way to prevent the data breach is to empower each 
and every person associated with the chain to say it’s wrong- if something is 
misconfigured or has loophole in it. Because if you are going to push all the 
responsibility to one team, person or security team at the end of the process 
chain, you’re never going to be successful. So it's important to think about 
security as part of their overall job responsibility.  

7. How do you reckon your journey? Quite satisfied? 
There’s still lot more to achieve in coming time? 
I think if you’re a competent security professional, you are never satisfied 
with what you are. You are always hungry for doing something either better 
more optimally or having influence over another part of value chain of the 
business process and hoping that you can prevent even more things or 
finding an other way to influence someone. So I don’t think you’re fully 
satisfied. You are always looking to improve in some area either yourself or 
the control.  

8. Ever had any nightmares or fear of any data breach 
being a head of the security? What does it take to 
handle pressure situations or incidents?

Yes, I do have sleepless nights. Let me put in this way, If I’m running the 
program poorly, then I have lots of sleepless nights. If we are doing our job 
adequately to protect our customers, because we’ve got controls in place. 
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Monitor in place. But more importantly we’ve got people who are aware of 
what safe looks like and if not safe, they know who to call. Then you have fewer 
sleepless nights. If you are positioning your security teams as them versus us 
like product development vs product security team inside, unhealthy tension 
then you are going to have way more than sleepless nights and it means that 
you have built unhealthy security mindset in the company. If you have opposite 
to that then sure you always worry because you want to improve things a little 
bit here and there but you know you’ve got adequate controls and people in 
place. So that’s how I’m able to sleep at night as I know we’re building 
relationships with the customers and people, clarifying their responsibility and 
they’re going to do their job. 

9. There are plenty of security certifications out there 
in the industry. How do you see them? Is it mandatory 
to pursue them? How do you measure the candidate 
capability?
So I find value in certifications because they help you with specific domain 
knowledge or expertise. But in other cases, you have to re-apply for 
certifications and redo them and I think that’s good as it helps you to 
sharpen the saw. But certifications are not necessary. If someone can 
demonstrate to me that they can do everything which a certified 
professional can do. I think that’s fine. There’s another level of certification 
which is broad. So take CISSP for instance, it covers many domains from 
AppSec to physical security. It can not make you an expert in all the domains 
but gives you a holistic view of things you should be knowing. So that level 
of certification is more broad and it gives you a broader perspective of what 
else you should be worried about or focused on. Depending on the 
company, may be you don’t need all of those but you probably need some 
level of competence or expertise in every one of those. So certifications as 
you go higher in your career then your specific domain expertise is not that 
helpful. You need to have that broader experience.
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10. Any advise for the young readers or the folks who 
wants to make it big in Infosec career?

Couple of things. First is when you are early in your career, you don’t know what 
you don’t know. So you should spend some more time on exploring different 
things as much as you can so that you can figure out what you are good at or 
passionate about. What other people will pay you for because the intersection 
of all these things is where you can have a very healthy career and can really 
enjoy your job. So start figure out what you are good at and love to do so that it’s 
less a work and actually something more what you enjoy. Having that self 
awareness and discipline to keep trying things and not being afraid to fail 
because  you are not going to be good at everything, you should actually learn 
what you are good at what you are not good at. So you should jump into 
everything and give a try. If you fail that’s totally ok. That makes you more 
resilient. The other thing is Finding a mentor or mentors. Partner with them, 
learn what they’ve learnt so you can grow faster you know. You can make the 
same mistakes or learn from them and say what mistake should I avoid. They 
should help you to get the expertise, build your career and help you grow faster 
than they did.  

And it's not just security certifications, it can be program management 
certifications or organisation’s design expertise. All these certifications 
gives you broader  or deeper perspective about where you wanna go in 
your career. 
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The vulnerability was found in the way the 
StackStorm REST API improperly handled 
cross-origin resource sharing headers, 
eventually enabling web browsers to 
perform cross-domain requests on behalf of 
the users/developers authenticated to 
StackStorm Web UI. Specifically what the 
StackStorm API returned for Access-
Control-Allow-Origin. As Mozil la 's 
documentation will show, and client 
behaviour will back up, null can result in a 
successful request from an unknown origin 
in some clients. Allowing the possibility of 
XSS style attacks against the StackStorm 
API.

Popular open source web server NGINX 
was brought by the tech giant F5 networks. 
“By bringing F5's world-class application 
security and rich application services 
portfolio for improving performance, 
availability, and management together with 
NGINX's leading software application 
delivery and API management solutions, 
unparalleled credibi l i ty and brand 
recognition in the DevOps community, and 
massive open source user base, we bridge 
the divide between NetOps and DevOps with 
consistent application services across an 
enterprise's multi-cloud environment.” Said 
F5 CEO.

CORS Flaw in StackStorm

F5 acquires NGINX for 
$670M
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New zero day vulnerability found in 
Google Chrome browser is said to be 
affecting web browsing software for all 
major operating systems including Microsoft 
Windows, Apple macOS, and Linux. The 
security team of the Chrome said  the issue 
is a use-after-free vulnerability in the 
FileReader component of the Chrome 
browser, which leads to remote code 
execution attacks. Users are requested to 
upgrade the browser to latest version 
72.0.3626.121

Google has revealed a high severity 
security flaw in Apple’s MacOS kernel. The 
vulnerability was found in way macOS XNU 
kernel allows an attacker to manipulate 
filesystem images without informing the 
operating system. The flaw could eventually 
allow an attacker to bypass the copy-on-
write (COW) functionality to cause 
unexpected changes in the memory shared 
between processes, leading to memory 
corruption attacks.

Zero Day in Chrome

Google finds flaw in macOS 
kernel
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Google has unveiled some new security 
and privacy updates in the upcoming update 
of its popular mobile OS next release 
Android Q. The new privacy and security 
features includes- Restrictions On Apps' 
Access to Device Identifiers, Restricting 
Access to Clipboard Data, Non-Resettable 
Device Identifiers,Stop Android Apps From 
Tracking Your Location in the Background.

Popular open source client-side C library 
implementing the SSHv2 protocol, Libssh 
has released the latest version of its software 
to pa tch a to t a l o f n ine secur i ty 
vulnerabilities. Libssh2 version 1.8.1 guided 
to memory corruption issues that could result 
in arbitrary code execution on a client 
system in some scenarios. 

Android Q: New security and 
privacy updates

Libssh released update to fix 
security vulnerabilities
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Facebook, popular social media platform 
stored millions of users’ password in 
plaintext by MISATAKE. It seems Facebook 
does like to stay in the centre of attraction 
and controversies. Facebook engineering VP 
told that these passwords were not internally 
abused or improperly accessed. What’s said 
is said but the fact is tech giant like 
Facebook should be more careful especially 
while dealing with the sensitive data.

Counter strike, one of the most popular 
games of all times, was found to have zero 
day vulnerabilities which let malicious 
servers hack gamers’ PCs. The researchers 
said-Counter-Strike 1.6 contains unpatched 
multiple remote code execution (RCE) 
vulnerabilities in its client software that let 
attackers execute arbitrary code on the 
gamer's computer as soon as they connect to 
a malicious server, without requiring any 
further interaction from the gamers. 

Oh Facebook! NOT AGAIN!

Zero day flaw in Counter 
Strike 1.6 game
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Backstory

Chronicle, Alphabet’s security company 
announced its first commercial product 
Backstory at RSA 2019. Backstory continues 
to leverage the scale afforded to them by 
Google’s vast compute and storage 
infrastructure. This new cloud service allows 
companies to privately upload, store, and 
analyze “internal security telemetry” to detect 
and investigate potential threats from a 
unified dashboard. This includes DNS traffic, 
netflow, endpoint logs, proxy logs, and other 
“high-volume data.” Chronicle’s analytics 
engines will index and automatically analyze 
this information for threats, like known-bad 
web domains and malware-infected files. 
Indexing allows analysts to search through 
years’ worth of data instantly.

mXtract, is an opensource linux based tool that 
analyses and dumps memory. Its developed as an 
offensive pentration testing tool which can be 
used to scan memory for private keys, ips, and 
passwords using regexes. Remember your results 
are only as good as your regexes.

mXtract

https://www.kitploit.com/search/label/Linux
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https://www.kitploit.com/search/label/Testing
https://www.kitploit.com/search/label/Passwords
https://9to5google.com/2018/09/27/virustotal-enterprise-redesign-alphabet-chronicle/
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Metaforge

M etaforge is an OSINT Metadata 
Analyzing Tool That Filters Through Tags 
And Creates Reports. Metaforge perquisites 
are -  Must have a Unix-based Operating 
System (Arch, Debian, and RHEL Linux 
distros have been tested and also Mac OSX) 
- Must have at least Python3.5 or higher 
- Must place all data you wish to analyze in 

the /media directory. Cannot place folders 
within the /media directory. 

- Must have a Unix-based Operating System 
(Arch, Debian, and RHEL Linux distros 
have been tested and also Mac OSX)

Turbinia is an open-source framework for 
deploying, managing, and running distributed 
forensic workloads. It is intended to automate 
running of common forensic processing tools 
(i.e. Plaso, TSK, strings, etc) to help with 
processing evidence in the Cloud, scaling the 
processing of large amounts of evidence, and 
decreasing response time by parallelizing 
processing where possible.

Turbinia

http://insejournal.co.in
https://www.kitploit.com/search/label/Distributed
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FEMA data breach

Citrix data breach

Federal Emergency Management Agency of 
America suffered a data breach and ended up 
exposing sensitive information of people who 
were affected in Hurricanes Irma.The security 
breach took place because of an error in a 
program used to place victims of disasters in 
temporary housing, according to the findings of 
the Office of the Inspector General. As per the 
watchdog report, The breach could threaten the 
survivors with identity theft and fraud.

Citrix, a well known enterprise software 
company revealed a data breach which 
allowed Iranian attackers to gain 6TB of 
sensitive data. In a blog post it was said- 
“Based our recent analysis, the threat actors 
leveraged a combination of tools, techniques 
and procedures (TTPs) allowing them to 
conduct targeted network intrusion to access 
at least 6 terabytes of sensitive data stored in 
the Citrix enterprise network, including e-
mail correspondence, files in network shares 
and other services used for project 
management and procurement."
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Elacsticsearch faces big breach

MongoDB misconfiguration

Security analyst found Elasticsearch 
database which was unprotected, exposed 
approx 33millions job profiles in China. The 
interesting fact is the researcher used Shodan 
to detect this massive breach which contained 
57 GB of personal data like the 57GB archive 
included a username, gender, age, current 
city, home address, email address, phone 
number, marriage status, job history, 
education history, and salary history. Oh, 
dear!

As revealed by Techcrunch, second time the 
data was left exposed due to an unprotected 
MongoDB database which allowed anyone 
who knew the exact details of the server to 
access the information. The security 
researchers informed that none of the data 
found on the database was encrypted: name, 
email address, profile photo and plaintext 
passwords were easily accessible and 
geofenced locations were visible along with 
the assigned name. It would be effortless to 
not only know the user's location but also 
where they lived, worked and where their 
children were schooled.
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Think big, think fast, think ahead. Ideas are no 
one's monopoly. 

         Dhirubhai Ambani
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